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Which of the following documents provides the description of a packet authentication extension to
IPv4 and IPv6

a Routing protocol
b.  Transport Protocol
c Key exchange protocol
d. Communication Protocol

Oakley is based on which of the following algorithms

a RSA
b. Diffie-Hellman
[ 3DES
d. RC5
Which of the following mechanisms is employed by Oakley algorithm to thwart clogging attacks
a. Popups
b. Cookies
C. Goggles
d. Nonces
Which of the following is used by Oakley algorithm to ensure against replay attacks
a Popups
b. Cookies
C Goggles

d. Nonces
A Nonce is a

a Fixed Random number

b. Locally generated pseudorandom number

C Globally generated pseudorandom number

d. Globally generated random number
Which among the following messages is used for positive confirmation of the responders election of
whether or not the responder will perform anti-replay detection

Initial-contact

Responder-lifetime

Replay-status

Anti-replay contact

Whlch of the following malicious programs are independent

apow

Logic bombs

Trapdoors

Worms

Trojan horses

Which of the following is a secret entry point into a program that allows someone that is aware of it
to gain access without going through the usual security access procedures

apow

a. Trap doors
b. Logic bomb

C. Trojan Horses
d. Bacteria

Which of the following is a useful program or command procedure containing hidden code that, when
invoked, performs some unwanted or harmful function

a. Trap door

b. Logic bomb
C. Trojan Horses
d. Bacteria

Which of the following is not a network vehicle for spreading worms

a. Electronic mail facility
b. Remote execution capability
c. Routing facility
d. Remote login capability
Which of the following programs do not explicitly damage any files but reproduce exponentially
a. Worms
b.  Trojan horses
C. Bacteria
d. Trap door

Who among the following is an individual who is not authorized to use the computer and who

penetrates a system®s access controls to exploit a legitimate user®s account.
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a. Masquerader

b. Misfeasor

C. Clandestine user

d. Casual user
Who among the following is an individual who accesses data, programs, or resources for which such
access is not authorized

a. Masquerader

b. Misfeasor

C. Clandestine user

d. Casual user
Who among the following is an individual who seizes supervisory control of the system and uses this
control to evade auditing and access controls.

Masquerader

Misfeasor

Clandestine user

. Casual user

Which of the following is a code embedded in some legitimate program that is set to "explode" when
certain conditions are met
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a. Trap door
b. Logic bomb
C. Bacteria
d. Worms
Which of the following programs uses network connection to spread from system to system
a. Trap door
b. Logic bomb
C. Trojan Horses
d. Worm
The size of the salt value used in modifying the DES algorithm in UNIX systems is
a. 8 bit
b. 12 bit
C. 16 bit
d. 32 bit
The size of the key input to Crypt (3) in UNIX systems is
a. 32 bit
b. 64 bit
c. 56 bit
d. 128 bit

Which among the following is a group of internet computers that are set up, without the owner's
knowledge ,to forward transmission to other computers on the internet

a. Zombie army
b.  Rojan

[ RIC

d. RATs

Which is a program that lets anyone hold line keyboard conversation wth people or computer around
the world

a. RATs

b. Root kits
C. Worms
d. 1IRC

A way of protecting password file is through

Access control

Assessment control

Check method

. Nonrepudiation

Line tapping can be countered using
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a. Antivirus software
b. Spyware
C. Link encryption techniques
d. Access control

What do you mean by pishing?

a. Bogus emails
b. Viruses

C. RATs

d. Worms

Which of the following bypasses restrictions on access
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Worm

Insect

Trojan horse

Bacteria

the front line of defense against intruders is
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Encryption system

Password system

Antivirus system

Spy ware

Typlcally, salt value in UNIX password scheme is related to which parameter

Q0 To

a Password

b. Time

[¢ User Id

d. Key generation
Which of the following viruses uses compression so that the infected program is exactly the same
length as an uninfected version

a Memory-resident virus

b. Parasitic virus

C. Polymorphic virus

d. Stealth Virus
Which among the following viruses creates copies during replication that are functionally equivalent
but have distinctly different bit patterns.

a. Memory-resident virus

b. Boot Sector virus

C. polymorphic virus

d. Stealth Virus
Which of the following viruses attaches itself to executable files and replicates, when the infected
program is executed

a. Memory-resident virus
b. Parasitic virus

(o Boot sector Virus

d. Stealth Virus

Which is a virus that mutates with every infection

Memory-resident virus

Parasitic virus

Polymorphic virus

Stealth Virus

Whlch portion of the virus creates a random encryption key to encrypt the remainder of the virus.

apow

a Mutation engine

b. Conversion engine

[¢ Generation engine

d. Keying engine
In which among the following phases of a virus, is a virus idle and will eventually be activated by
some event

a. Dormant phase

b. Propagation Phase

(o Triggering Phase

d. Execution Phase
In which among the following phases a virus places an identical copy of itself into other programs or
into certain system areas on the disk.

Dormant phase

Propagation Phase

Triggering Phase

Execution Phase

The virus is activated to perform the function for which it was intended in
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Dormant phase

Propagation Phase

Triggering Phase

Execution Phase

WhICh of the following is not a phase of virus

‘anoow

Triggering phase

Propagation Phase

Dedication Phase

Execution Phase

Whlch of the following viruses lodges in main memory as part of a resident system program.

apow



37.

38.

39.

40.

41.

42,

43.

44.

45.

46.

47.

48.

a. Memory-resident virus
b. Parasitic virus

C. Boot sector Virus

d Stealth Virus

Which of the following viruses infects a master boot record

Memory-resident virus

Parasitic virus

Boot sector Virus

. Stealth Virus

Which among the following is a form of virus explicitly designed to hide itself from detection by
antivirus software
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a. Memory-resident virus
b. Parasitic virus
C. Polymorphic virus
d. Stealth Virus
Which among the following is not an auto executing macro in Microsoft word

a. Functional macro
b. Command macro
C. Automacro
d. Autoexecute
Activity traps belong to which generation of antivirus software

a. First generation
b. Second generation
C. Third generation
d. Fourth generation

Which generation of Antivirus software uses heuristic rules to search for probable virus infection

a. First generation

b. Second generation

[o Third generation

d. Fourth generation
Which generation of Antivirus programs are memory resident programs that identify a virus by its
actions rather than its structure in an infected program.

a. First generation
b.  Second generation
c. Third generation
d.  Fourth generation

Full-featured protection is provided in which generation of antivirus software

a. First generation
b.  Second generation
[ Third generation
d. Fourth generation

Which among the following is a platform independent virus

Macro virus

Parasitic virus

Micro virus

. Stealth Virus

Which of the following makes it possible to create a macro virus
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a. Auto executing macro
b. Self executing macro

c. Auto ejecting macro

d Self ejecting macro

Which of the following viruses infects documents and templates, not executable portions of code.

a. Macro virus
b. Stealth Virus
C. Polymorphic virus
d. Micro Virus

Which generation of Antivirus software requires a virus signature to identify a virus

a. First generation

b. Second generation

[o Third generation

d. Fourth generation
Which generation of Antivirus products are packages consisting of a variety of antivirus techniques
used in conjunction

a. First generation
b.  Second generation



49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

C. Third generation
d. Fourth generation

Which of the systems objective is to provide rapid response time so that viruses can be stamped out

almost as soon as they are introduced.

a Digital immune system
b.  Integrated mail system
[¢ Virus signature scanner
d Mobile program systems

In UNIX system, the number of iterations in DES implementation is

a.
b. 25
C
d.
Digital immune system was developed by

Apple

AT &T

Microsoft

IBM

WhICh of the following systems are Integrated Mail systems
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a Java
b C++
C. Lotus notes
d. Active X
The ID in the UNIX operating system is used to

a Retrieve the plain text
b. Retrieve the cipher text
[¢ Index into the password file &retrieve the plaintext &cipher text

d. Index into the password file &retrieve plaintext salt &encrypted password

Which of the following is not an element of a Generic Decryption scanner

Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

Wh|ch among the following is a software based virtual computer
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a Digital immune module
b. CPU emulator

[¢ Virus signature scanner

Emulation control module

A module that scans the target code looking for known virus signatures is
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Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

A module that controls the execution of the target code is
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Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

WhICh among the following is not a purpose of salt
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Preventing the visibility of passwords in the password file.
Effectively increasing the password length.

Prevent the hardware implementation of DES

To effectively increase the time of processing.
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IDS may be configured to report attack occurrences. You just received a notification that an attack
occurred, but after checking, you find that it really wasn't an attack at all. What is the term for this

type of alarm?

True positive

False positive

True negative

False negative

Wh|ch of the following apply to network-based IDS?

‘00 T

Provides reliable, real-time intrusion data
Remains active and transparent on the network
Uses many network or host resources

Becomes active when identifying intrusions

anooTo



61. Which of the following intrusion detection systems functions in current or real time to monitor
network traffic?

a. Network based
b. Host based

C. Gateway based
d Router based

62. Which of the following describes how a network-based IDS acquires data?

a. Passive
b. Active

(o Very quiet
d. Very noisy

63. Which of the following is a code embedded in some legitimate program that is set to "explode" when

certain conditions are met

a. Trap door
b. Logic bomb
c. Bacteria
d. Worms
64. Which of the following programs uses network connection to spread from system to system
a. Trap door
b. Logic bomb
c. Trojan Horses
d. Worm
65. The size of the salt value used in modifying the DES algorithm in UNIX systems is
a. 8 bit
b. 12 bit
c. 16 bit
d. 32 bit
66. The size of the key input to Crypt (3) in UNIX systems is
a. 32 bit
b. 64 bit
c. 56 bit
d. 128 bit

67. Which among the following is a group of internet computers that are set up, without the owner's
knowledge ,to forward transmission to other computers on the internet

a. Zombie army
b. Rojan
c. RIC
d. RATs
68. Which is a program that lets anyone hold line keyboard conversation wth people or computer around
the world
a. RATs
b. Root kits
c. Worms
d. IRC
69. A way of protecting password file is through

Access control

Assessment control

Check method

Nonrepudiation

70. Line tapping can be countered using
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a. Antivirus software
b. Spyware
c. Link encryption techniques
d. Access control

71. What do you mean by pishing?

Bogus emails

Viruses

RATs

. Worms

72. Which of the following bypasses restrictions on access

anoco

Worm

Insect

Trojan horse

. Bacteria

73. the front line of defense against intruders is



a. Encryption system
b. Password system
c.  Antivirus system
d. Spy ware
74. Typically, salt value in UNIX password scheme is related to which parameter
a. Password
b. Time
c. UserlId
d. Key generation

75. Which of the following viruses uses compression so that the infected program is exactly the same
length as an uninfected version

Memory-resident virus

Parasitic virus

Polymorphic virus

Stealth Virus

76. WhICh among the following viruses creates copies during replication that are functionally equivalent
but have distinctly different bit patterns.

apoo

Memory-resident virus

Boot Sector virus

polymorphic virus

Stealth Virus

77. WhICh of the following viruses attaches itself to executable files and replicates, when the infected
program is executed

a. Memory-resident virus
b. Parasitic virus
c. Boot sector Virus
d. Stealth Virus

78. Which is a virus that mutates with every infection

a Memory-resident virus
b. Parasitic virus
c. Polymorphic virus
d. Stealth Virus

79. Which portion of the virus creates a random encryption key to encrypt the remainder of the virus.

a. Mutation engine
b. Conversion engine
c. Generation engine
d. Keying engine
80. In which among the following phases of a virus, is a virus idle and will eventually be activated by
some event

Dormant phase

Propagation Phase

Triggering Phase

Execution Phase

81. In WhICh among the following phases a virus places an identical copy of itself into other programs or
into certain system areas on the disk.
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Dormant phase

Propagation Phase

Triggering Phase

Execution Phase

82. The virus is activated to perform the function for which it was intended in
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a. Dormant phase
b. Propagation Phase
c. Triggering Phase
d. Execution Phase

83. Which of the following is not a phase of virus

Triggering phase

Propagation Phase

Dedication Phase

Execution Phase

84. Wh|ch of the following viruses lodges in main memory as part of a resident system program.

Memory-resident virus

Parasitic virus

Boot sector Virus

Stealth Virus

85. Whlch of the following viruses infects a master boot record
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Memory-resident virus

Parasitic virus

Boot sector Virus

. Stealth Virus

Which among the following is a form of virus explicitly designed to hide itself from detection by
antivirus software

a. Memory-resident virus
b. Parasitic virus
c.  Polymorphic virus
d. Stealth Virus

Which among the following is not an auto executing macro in Microsoft word

a. Functional macro
b. Command macro
c. Automacro
d. Autoexecute
Activity traps belong to which generation of antivirus software

a. First generation
b. Second generation
c. Third generation
d. Fourth generation

Which generation of Antivirus software uses heuristic rules to search for probable virus infection

a. First generation

b. Second generation

c. Third generation

d. Fourth generation
Which generation of Antivirus programs are memory resident programs that identify a virus by its
actions rather than its structure in an infected program.

a. First generation
b. Second generation
c. Third generation
d. Fourth generation

Full-featured protection is provided in which generation of antivirus software

a. First generation
b. Second generation
c. Third generation
d. Fourth generation

Which among the following is a platform independent virus

Macro virus

Parasitic virus

Micro virus

. Stealth Virus

Which of the following makes it possible to create a macro virus
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Auto executing macro

Self executing macro

Auto ejecting macro

. Self ejecting macro

Which of the following viruses infects documents and templates, not executable portions of code.

anooco

a. Macro virus
b. Stealth Virus
c.  Polymorphic virus
d. Micro Virus

Which generation of Antivirus software requires a virus signature to identify a virus

a. First generation
b. Second generation
c. Third generation
d. Fourth generation
Which generation of Antivirus products are packages consisting of a variety of antivirus techniques
used in conjunction

a. First generation
b. Second generation
c. Third generation
d. Fourth generation
Which of the systems objective is to provide rapid response time so that viruses can be stamped out
almost as soon as they are introduced.

a. Digital immune system



b. Integrated mail system
c. Virus signature scanner
d. Mobile program systems
98. In UNIX system, the number of iterations in DES implementation is

a. 30
b. 25
c. 35
d. 40
99. Digital immune system was developed by

Apple

AT &T

Microsoft

IBM

100. Which of the following systems are Integrated Mail systems
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Java

C++

Lotus notes

Active X

101. The ID in the UNIX operating system is used to

Retrieve the plain text

Retrieve the cipher text

Index into the password file &retrieve the plaintext &cipher text

Index into the password file &retrieve plaintext salt &encrypted password
102. Which of the following is not an element of a Generic Decryption scanner
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Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

103. Which among the following is a software based virtual computer
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Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

104. A module that scans the target code looking for known virus signatures is
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Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

105. A module that controls the execution of the target code is

Digital immune module

CPU emulator

Virus signature scanner

Emulation control module

106. Which among the following is not a purpose of salt
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Preventing the visibility of passwords in the password file.

Effectively increasing the password length.

Prevent the hardware implementation of DES

To effectively increase the time of processing.

107. IDS may be configured to report attack occurrences. You just received a notification that an
attack occurred, but after checking, you find that it really wasn't an attack at all. What is the term for
this type of alarm?
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a. True positive
b. False positive
c. True negative
d. False negative
108. Which of the following apply to network-based IDS?
a. Provides reliable, real-time intrusion data
b. Remains active and transparent on the network
c. Uses many network or host resources
d. Becomes active when identifying intrusions

109. Which of the following intrusion detection systems functions in current or real time to
monitor network traffic?

a. Network based
b. Host based
c. Gateway based
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113.
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Router based
Which of the following describes how a network-based IDS acquires data?

Passive

Active

Very quiet

Very noisy

What does active detection refer to when using an intrusion detection system (IDS)?

An IDS that is constantly running 24 hours a day

An IDS that responds to the suspicious activity by logging off a user
An IDS that simply detects the potential security breach

An IDS that shuts down the Internet after a suspected attack

Which among the following is not a password selection strategy

User education

Computer-generated passwords

Stego password checking

Proactive password checking

In which among the following strategies a system periodically runs its own password cracker

to find guessable passwords.

114.

115.

116.

117.

118.

119.
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Proactive password checking

Reactive password checking

Active password checking

Underactive password checking

In which of the following schemes the system checks to see if a password selected by a user

is allowable and, if not rejects it.
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Proactive password checker

Reactive password checker

Active password checker

Under active password checker

Threshold detection comes under which of the following

Statistical anomaly detection system

Rule-based detection system

Time stamp method

Detection specific password scheme

Which of the following is most useful when detecting network intrusions?

Audit policies

Audit trails

Access control policies

Audit practices

SOCKS service is located on

TCP port 1080

TCP port 1088

TCP port 1081

TCP port 1082

Version 5 of SOCKS is defined in

RFC 1892
RFC 1928
RFC 1298
RFC 1289
Which among the following is typically set up as a list of rules based on matches to fields in

the IP or TCP header

120.

121.
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Packet filters

Application level gateways

Circuit level gateways

Session gateway

Discarding all packets containing the route information that the packet should take as it

crosses the internet router is which attack

anoco
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Source routing attack

IP address spoofing

Tiny fragment attack

IP sniffing

SOCKS server runs on which of the following platform based firewalls

UNIX
Windows
DOS
JAVA
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Which among the following is not a firewall

packet filters

application level gateways

circuit level gateways

session gateway

Which among the following are default policies of a packet filtering router

discard, forward

discard, retrieve

delete, forward

delete, retrieve

Discarding packets with an inside source address if the packet arrived on an external

interface is a counter measure to which of the following attacks

IP address spoofing

Source routing attack

Tiny fragment attack

IP sniffing

Which of the following is also called a proxy server

packet filter

application level gateway
circuit level gateways
session gateway

which among the following is a system identified by the firewall administration as a critical

strong point in the network®s security

127.

128.

129.

130.

131.
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inbound
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Base host

Bastion host

Borland host

Prime host

A hardened firewall host on an Intranet is

A software which runs in any of the computers in the intranet

A software which runs on a special reserved computer on the intranet
A stripped down computer connected to the intranet

A mainframe connected to the intranet to ensure security

Firewall as part of a router program

Filters only packets coming from internet

Filters only packets going to internet

Filters packets traveling from and to the intranet from the internet

Ensures rapid traffic of packets for speedy e-Commerce

Which among the following determines the types of Internet services that can be accessed
or outbound

user control

direction control

service control

behavior control

In a screened host firewall, single-homed bastion configuration, the firewall consists of

base station & packet filtering router

packet filtering router & a bastion host

base station & bastion host

packet filtering router & packet screening host

In which of the following configurations, when the packet filtering router is completely

compromised, traffic could flow directly through the router between the internet and other hosts on
the private network

132.

133.
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screened subnet firewall

screened host mono-homed

screened host firewall, dual homed bastion

screened host firewall, single-homed bastion

Main function of proxy application gateway firewall is

To allow corporate users to use efficiently all internet services

To allow intranet users to securely use specified internet services
To allow corporate users to use all internet services

To prevent corporate users from using internet services

Which among the following is not a limitation of firewalls

Protection against attacks that bypass the firewall
Protection against internal threats
Protection against transfer of virus infected files



d. Protection from IP spoofing & routing attacks
134. In which of the following configurations, two packet filtering routers are used

screened subnet firewall

screened host mono-homed

screened host firewall, dual homed bastion

screened host firewall, single-homed bastion

135. Which among the following configuration offers greater security
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screened subnet firewall

screened host mono-homed

screened host firewall, dual homed bastion

screened host firewall, single-homed bastion

136. Which among the following offers more security
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packet- filtering router

application level gateway

screened host firewall, single homed bastion

packet scanner

137. In a screened host firewall, single-homed bastion, the bastion host performs which of the
following functions

a. integration

b. non repudiation

C. segregation

d. authentication
138. One of the problems with using SET protocol is

a. The merchant®s risk is high as he accepts encrypted credit card

b. The credit card company should check digital signature

c. The bank has to keep a database of the public keys of all customers

d. The bank has to keep a database of digital signatures of all customers
139. The bank has to have the public keys of all customers in SET protocol as it has to

a. Check the digital signature of customers

b. Communicate with merchants

C. Communicate with merchant@s credit card Company

d. Certify their keys

140. Which among the following SET transactions indicates that a responder rejects a message
because it fails format or content verification tests

a. batch administration
b. certificate inquiry and status
c. credit
d. error message
141. Which of the following SET transactions allows a merchant to communicate information to
the payment gateway regarding merchant batches

a. batch registration
b. batch administration
[¢ batch processing
d. batch authorization
142, Which of the following SET transactions allows a merchant to correct a previously request

a. payment capture
b. capture reversal
c. credit reversal
d. purchase request

143. The Secure Electronic Transaction protocol is used for

credit card payment

cheque payment

electronic cash payments

payment of small amounts for internet services

144. In SET protocol a customer encrypts credit card number using
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his private key

bank's public key

bank's private key

merchant's public key

145. In SET protocol a customer sends a purchase order
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encrypted with his public key
in plain text form

oo



c. encrypted using Bank's public key
d. using digital Signature system
146. Which among the following SET transactions allows the merchant to request payment from
the payment gateway

payment capture

capture reversal

credit reversal

purchase request

147. Which among the following SET transactions allows a merchant to correct a previously
request credit
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a. payment capture
b. capture reversal
c. credit reversal
d. purchase request
148. Alert that indicates an inappropriate message was received as defined in the SSL
specification is

bad _record _mac

unexpected _message

illegal _ parameter

unsupported message

149. Select which reasons secure electronic transaction ( SET) is preferred to SSL
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the vendor can verify the address of the purchaser
the person making the payment is the legitimate card holder
c. the purchaser may verify that the vendor is authorized to engage in payment card
transaction
d. guarantees delivery of goods or services
150. Which among the SSL specific protocols that use SSL record protocol is the simplest
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. change cipher spec protocol

TCP

IP

Handshake protocol

151. Which of the following is not a SSL handshake protocol message type
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hellosequest

Server _hello

hellodone

client _hello

152. SSL is implemented over which layer

TCP

1P

HTTP

FTP

153. The handshake protocol, the change cipher spec protocol and the alert protocol are defined
as part of which of the following protocols
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HTTP

IP

TCP

SSL

154. SSL sessions are created by which of the following
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Cipher spec protocol

TCP

1P

Handshake protocol

155. A session state from SSL specification is not defined by which of the following parameters
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Server write MAC secret

Session identifier

Master secret

Peer certificate

156. A connection state from SSL specification is not defined by which of the following parameters
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Client write MAC secret

Server write key

Client write key

Session identifier

157. Which is not a SSL record protocol operation
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Adding MAC
Compression

(o))



Encryption
Expansion
158. Which among the following certificate type are not identified by TLS

oo

rsa _sign

dss _sign

rsa _fixed _dh

rsa _ephemeral _dh

159. Ephemeral Diffie-Hellman involves signing the Diffie-Hellman parameter with
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RSA

DES

IDEA

triple DES

160. The maximum length of padding that can be added prior to encryption of user data that
results in a total that is a multiple of cipher's block length is
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32 bytes

64 bytes

128 bytes

255 bytes

161. Which alert indicates that this handshake is being canceled for some reason unrelated to a
protocol failure as defined in TLS
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decrypt _error

user _canceled

no _renegotiation

record _overflow

162. Which of the following alert codes is not defined in TLS
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no _certificate

unknown _ca

access _denied

decode _error

163. In the TLS certificate verify message, the MD5 and SHA-1 hashes are calculated over
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master secret

pads

session key

handshake _messages

164. The current draft version of TLS is very similar to
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SSL

SSLv2

SSLv3

SNMP

165. TLS includes all of the key exchange techniques of SSLv3 , with the exception of

RSA

Fixed Diffie-Hellman

Anonymous Diffie-Hellman

Fortezza

166. TLS includes all of the symmetric encryption algorithms found in SSLv3, with the exception of
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DES

Triple DES
IDEA
Fortezza
167. What is PRF
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pseudo redundant fault
pseudo random fault
pseudo random function
perfect random function
168. Killing of user threads is a

Integrity threat

Confidentialitythreat

Authentication threat

Denial of service

169. Information about which client talks to server is a threat to
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Integrity

Confidentiality

Authentication

Privacy

170. Encryption web proxies is a countermeasure to threats on
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Integrity

Confidentiality

Authentication

Privacy

171. Which threat is difficult to prevent
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Integrity threat

confidentialitythreat

Authentication threat

denial of service

172. Modification of user data is a threat to
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Integrity

Confidentiality

Authentication

Privacy

173. Trojan horse browser is a threat to
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Integrity

Confidentiality

Authentication

Privacy

174. Information about network configuration is a threat to
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Integrity

Confidentiality

Authentication

privacy

175. Isolating machine by DNS attacks is
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Integrity threat
Confidentiality threat
Authentication threat

Denial of service

176. Data forgery is a threat to
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Integrity

Confidentiality

Authentication

Non repudiation

177. Cryptographic checksums is a countermeasure to threats on

Integrity

Confidentiality

Authentication

Privacy

178. In relation to SNMP which of the following is defined by identification and correction of a
defective element, and return to normal service
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Fault management

Performance management

Layer management

Network management

179. In relation to SNMP which of the following is defined by the monitoring of network
parameters to enable early indication of deterioration in operation to be detected, and corrective
action to be taken
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Fault management

Performance management

Layer management

Network management

180. In relation to SNMP which of the following is defined by the ongoing adjustment to host and
device configurations in a network without taking element out of service
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Fault management

Performance management

Layer management

Network management

181. Which is a string of humbers, with each humber representing a level in a hierarchial tree

MIB

Trap

oID

SMI

182. In relation to SNMP which of the following is defined by any network element that may be
written to or read from, by a network manager



. managed object
network object
routed object
managed subject
183. Expand MIB
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Management information base

management information block

master information base

master information block

184. Which is a one-way communication from an agent to manager

anoco

Traps

Inform

MIB

ODI

185. Expand SNMP
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signal network management protocol

serial network management protocol

simple network management protocol

switching network management protocol

186. Which protocol is used to administer and manage networked devices

TCP

1P

HTTP

SNMP

187. Which of the following defines the modern language of an SNMP MIB document
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SMIv2

SSL

SET

SNMPv3

188. Which is a software process that responds to queries using the SNMP to provide status and
statistics about a network node
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a. Agent
b. MIB
c. Manger
d. Server
189. Which one of the following looks at system logs for evidence of malicious or suspicious

application activity in real time

host monitor

network monitor

reference monitor

security kernel database

190. Which of the following devices is used to monitor network traffic, including DoS attacks in
real time?
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A host-based Intrusion Detection System

A network-based Intrusion Detection System

A router-based Intrusion Detection System

A server-based Intrusion Detection System

191. Where are the important security events, such as detected security violations and authorised
changes to the security kernel database stored
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a. reference file
b. security kernel database
c. audit file
d. object
192. Which are the two security levels assigned to subjects at logon on the basis of criteria such
as the terminal from which the computer is being accessed and the user involved, as identified by
password/ID

a. Low, high
b. level 1, level 2
c. public, sensitive
d. public, private
193. Which of the following rightly defines "secure even against an opponent with unlimited time
and unlimited computing resources”

a strictly secure

b. unconditionally secure
[¢ widely secure

d wide sense secure



194.

Which is the most suitable point to detect the attack and respond to the attack.

a. Security kernel database
b. Reference monitor
c. Audit file
d. Object
195. Which of the following security devices acts more like a detective rather than a preventative
measure?
a. IDS
b. DMz
c. NAT
d. Proxy
196. ' No read up' is referred to as
a. Simple security property
b. *- property
c. #-property
d. Strict security property
197. 'No write down' is referred to as
a. Simple security property
b. *- property
c. #-property
d. Strict security property
198. Which is a controlling element in the hardware and OS of a computer that regulates the
access of subjects to objects on the basis of security parameters of the subject and object
a. Security kernel database
b. Reference monitor
c. Audit file
d. Object
199. The reference monitor has access to a file, known as
a. Reference file
b. Security kernel database
c. Audit file
d. Object
200. Which property of reference monitor, is 'the reference monitor and database are protected
from unauthorized modification'
a. complete mediation
b. isolation
c. verifiability
d. transparency
201. What does the acronym IDS stand for?
a. Intrusion Detection System
b. Internet Detection Standard
c. Internet Detection System
d. Intrusion Detection Standard
202. In which model, holding an unforgeable reference to an object provides access to the object;

access is conveyed to another party by transmitting such a capability over a secure channel
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203.

In a capability-based model

Access Control List-based model

RCL-based model

DSS

In which model, a subject's access to an object depends on whether its identity is on a list

associated with the object; access is conveyed by editing the list.
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204.

In a capability-based model

Access Control List-based model

RCL-based model

DSS

Which of the following is a secret undocumented entry point in to a program, used to grant

access with out normal methods of access authentication

205.
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Trap door

Trojan Horse

Virus

Worm

Using Username & password a user is provided access at which level of security?

Operation system level security
Database level security
Application software level security



d. User level security
206. The row wise decomposition of access matrix gives

subject

object

access control list

capability tickets

207. The column wise decomposition of access matrix gives
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Access list

Control list

Access control list

Permission list

208. The entries in the access matrix represents

Process

segment

Program

Access rights

209. The rows in the access matrix represent
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Program

Subject

Access rights

Object

210. The columns in the access matrix represent
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object

process

subject

access right

211. The basic element of the data access control is
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port
computer
subject
access



